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Abstract: This paper explores the phenomenon of Shadow IT as a source of innovation in organizations. 
Shadow IT refers to the use of hardware, software, solutions, and services from the field of information 
technology (IT) within an organization without the knowledge or approval of the IT department. The aim of 
the research is to identify and classify the advantages and challenges of Shadow IT, to define guidelines that 
need to be considered when creating a strategy for innovation management arising from such practices. 
Considering defined objectives, a systematic literature review is conducted. Based on the literature review, 
the positive and negative effects of this phenomenon in the context of innovation were analyzed. The findings 
of the paper represent a starting point for further research in this area, as well as guidelines for companies 
and employees in charge of innovation. 
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